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LlimpokoBewarenbHasa paccbinka gemrarpamm IP
BROADCASTING INTERNET DATAGRAMS

Cmamyc dokymMeHma

B aTom pokymeHTe npegnaratoTcsi NpocTble NpaBuna Ansi LWMPOKOBELLATENBbHONM pacchiiku AenTarpamm Internet B nokanbHbix
ceTsiX, NOAAEPXKMNBaIOLLMX LUMPOKOBELLIAHNE, U NEPECHINKM LUMPOKOBELLATENbHbIX AeTarpaMM Yepes LUo3bl.

OTOT [OOKYMEHT COAEPXWUT CTaHgapT, npeanoxeHHbin coobulectsy ARPA-Internet, n cnyxut 3anpocom panbHenero
06CcyKaeHMs C Lenblo COBEPLUEHCTBOBAHMSA NPOTOKONA. [JOKYMEHT MOXET pacnpoCTpaHATbLCA CBOOOAHO.

BnazodapHocmu

OTOT AOKyMeHT Obin co3gaH B pesynbTaTte AMCKYyccuin ¢ uenomn rpynnon cneumanuctoB. OcobeHHo oTmeuvy Bknag J. Noel
Chiappa n Christopher A. Kent.

1. BeedeHue

Mcnonb3oBaHve LuMpokoBellaTenbHon agpecaumn (ocobeHHo B ckopocTHbeix JIBC) obecneunBaer xopowyio 6a3y ans
MHOXecTBa npunoxeHui. MNMockonbKy LUMpOKOBeLLaTensHas agpecauus He paccMmaTpuBaeTcsa B 6asosov cneumdmkaumun P
[13], He cywlecTByeT cormacoBaHHOro cnocoba MCnonb30BaHUS LUMPOKOBELLaTeNbHbIX aapecoB W pas3paboTumku He MoryT
nonb3oBaTbCA Takol agpecauunert (3TOT BOMPOC NOAHMMANCS W paHee - Hanpumep, B pabote [6], HO cTaHOapT He Obin
npensioxeH).

B aToii paboTe paccmaTpvBaeTCs TONMbKO Cryyai LUMPOKOBELLATENBHOW pacchinku genTarpamMmm 6e3 rapaHTum OOCTaBku U
MCMNONb30BaHNA NOPSAKOBLIX HOMEPOB, a Takke C BO3MOXHOCTbI Ay6rnvmpoBaHus (BOMPOCHI LUMPOKOBELLATENBHOW PaCChINKM
TCP paccmatpuBatotcs B pabote [11].) LLnpokoBeluaTensHasn pacchinka gendTarpamMmm goctaTtodHo adpdpekTmHa [1], HecmoTps
Ha OTCYTCTBME rapaHTUil JOCTaBK/ U OrpaHMYeHHbIe pasMepbl AeTarpamm.

Mbl npegnonaraemM, 4TO KaHanbHbIA YPOBEHb OKarbHOW CeTU NoaaepkuBaeT I(PdeKTUBHBLI MexaHu3M LUMPOKOBEeLLaHWS
(Hanpumep, Ethernet [7, 5], ChaosNet [10], token ring [2] n T. n.).

Hukakvx npeanonoXeHu O HAOEXHOCTM LUMPOKOBELLaHMSA He fenaeTtcs (3TOT BOMPOC MOXET pellatbCsi Ha YpOBHE
NpOTOKOMOB, nexawmx Hag IP). MapaHTMpoBaHHash OOCTaBKa LUMPOKOBELLATENbHbIX MakeTOB - OPOroe YAOBOJSIbCTBUE U
B3aMeH NPOCTO AenaeTcs NpeanorioXeHue, YTo XocT OyaeT nonyyatb OonblUyl YacTb NepefaHHbIX LUMPOKOBELLaTeNbHbIX
nakeToB. BaxHO usbexaTb 4Ype3MEpPHOro WUCMOMb30BaHUS LUMPOKOBELLLAHUS, MOCKOSbKY KaXObI XOCT OyaoeT TpaTuTb CBOM
pecypcbl Ha 06paboTKy KaXKOoro Takoro nakeTta.

Korga pevitarpamma nepefaercs C UCMOMb30BaHWEM LLUMPOKOBELLAHUS, ee 06paboTka OTHMMaeT pecypchbl KaXaoro XocTa,
NPUHSIBLLUErO Takyl aentarpaMmy. MoSTOMy LUMPOKOBELLAHWE CriedyeT MCMoMb3oBaTb TOMbKO B TeX Crydvasix, Korga OHO
obecneunBaeT Hauny4llee peLleHre 3agaudu.

OTMeTUM, YTO HEKOTOPbIE OpraHM3aunm OenaT cBok ceTb IP Ha noaceTy, B COOTBETCTBUM C NMPEANIOKEHHbIM CTaHaapTom [8].
[aHHbI OOKYMEHT He paccmaTpuBaeT BOMPOCH! LUMPOKOBELLATENbHOM pacchiNkM B cpefe € noacetsamu (3Ta Tema
paccmatpuaeTcsa B pabote [9]).

2. TepmuHosnoaus

|-|OCKOJ'Ibe LimpokoeellaternibHaa paccblfika 3aBUCUT OT UCMNOJIb3yeMoro B NOoKanbHOW ceTun NPOTOKON1a KaHalNbHOINo YpOBHA,
3TOT BOMPOC cnefyeTt paccMatpuBaTb B KOHTEKCTE d)I/ISI/NeCKMX MU NOrNYEecKux ceTen. TepMVIHbI, KOTOpble MUCNOJIb3YKTCA B
OOKYMEeHTe MpUMEHUTENbHO K (U3NYECKOW CeTW, pacCcMaTpuBaloTCsi C TOYKM 3peHuUs XOCTa, nepedarollero unu
nepechblinatrowero WwupokoBellaTesibHble NakeTbl.

JlokanbHasi cemb (Local Hardware Network)
Pusnyeckas ceTb, K KOTOPOWN MOAKIOYEH XOCT.
YOdaneHHas ¢puzuyveckasi cemb (Remote Hardware Network)
®usnyeckasn ceTb, OTAENEHHAA OT XOCTa MO KpanHewn Mepe OAHNM MapLLPYTM3aTOPOM.
Ha6op ydaneHHbix cemeli (Collection of Hardware Networks)
Habop duranyecknx ceten, CoeaUHEHHbIX Yepes MapLLpyTM3aTopbl.
IP BKntoYaeT HECKONbKO TUMOB NOrMYecknx ceten. Bo nsbexanve nytaHvubl byaem ncnons3osaTth criegyolme TepMUHbBI:

Internet
Habop IP-cetein DARPA Internet.
Cems IP (IP Network)
OpHa Unu Heckonbko huanyeckux ceten, Mmetowmnx obLwmn Homep IP.

3. 3a4em HY)XHO wupoKoesewaHue?

LLinpokoBeLLaHe NONe3Ho B TEX CryYasXx, Koraa XoCTYy HYXKHO HaWTU MHAOpMaLMIO NPU OTCYTCTBUM TOYHBLIX CBEAEHUI O XOCTE,
KOTOpbIV ee obecneyunBaeT, unm korga TpebyeTca nepegaTte MHpOPMaLMIO BONbLIOMY YMCIY XOCTOB OOHOBPEMEHHO.

Korga XOCTy Tp96yeTCﬂ MHdOpMaLMs, KOTopas MOXET XPaHUTbCS Yy OOHOro unn HEeCKOJIbKUX cocefen, aToT XOCT MOXeT
ncnonb3oBaTb CMMCOK cocenen Ans nepenady 3anpocoB UM NpocTo onpawmBaTb BCeX cocefen, noka He 6y,qu nony4eH
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oTBeT. Mcnonb3oBaHne CNUCKOB MOAKIOYEHHBIX K CETU XOCTOB MOPOXAAET MHOXECTBO aAMUHUCTPaTMBHbBIX Mpobnem un He
obecneumBaeT gocrtatoyHom rmbkoctu. C Opyron CTOPOHbI, Mepefada 3anpocoB BCeM cocefaM OyaeT 3aHMMaTb MHOro
BpemMeHu no npuynHe 6Gonblioro uncna cocepen (Hanpumep, B cetu ARPANET cywectByeT okono 65 TbiCsS4 XOCTOB).
BonbwnHcTBO peanu3aumn IP nogaepxuBaeT CNMCKU NOAKIIOYEHHBIX K CETU XOCTOB (Hanpumep, agpeca Prime-wnio3os). K
CYacTbio, NCNOMNb30BaHNE LUMPOKOBELLLATENBHON PacChifikn obecneymBaeT XOCTy NPOCTON U BbICTPLIN CNOCO6 CBS3N CO BCEMU
cocegamu.

XOCT MOXET MCMonb30BaTb LIMPOKOBELLATENIbHYIO PacChinky Takke Ans nepegayv TOW MM MHOW MHOpMaLMM BCEM CBOUM
cocesm (Hanpymep, LUM03 MOXET aHOHCMPOBATL MPUCYTCTBIE APYroro MapLupyTmsatopa).

LLivpokoBellaHne MOXHO paccMaTpuBaTb Kak 4YacTHbIM cry4yam rpynnoBow agpecaumm (multicasting). Ha npaktuke
LLMPOKOBELLIaTENbHYK PacCbifky YacTo UCNONb3YIOT B3aMeH rpynnoBow agpecaunn, nepegaBas LUMPOKoBeLLaTenbHble NakeTbl
Ha annapaTtHOM YPOBHE M UCMONb3ys UMbTPALMIO 3TUX MAKETOB HA MPMHUMAILLMX XOCTax (MakeT MPUHUMAOT TONbKO Te
XOCTbl, KOTOPbIM OH HY>KEH).

Bonee nogpobHoe paccmoTpeHne LWNMPOKOBELLATENbHbLIX MPUNOXEHUA NpUBOAMTCS B paboTax [1, 3].

4. Knaccbl wupokoeewaHus

CyLecTByeT HECKOMNbKO KNaccoB LnpokoBeLlaHms IP:

- llUupokoBewaTenbHaa pacchifika geMTarpamMM C KOHKPeTHbIM agpecoM noslyyatens yepes JokanbHyto ceTb IP:
JenTarpaMmMbl HanpaBrieHbl KOHKPETHOMY afdpecaTy, HO nepefaroLmii XOCT UCMONb3yeT LUMPOKOBELLAHWE Ha KaHanbHOM
ypoBHE (BO3MOXHO, 45151 TOro, YTobbl U3bexaTb MapLupyTu3aumm). MNockonbKy Takoe WMPOKOBELLaHWe He oTHocuTea K 1P,
ypoBeHb IP He yyacTByeT B LUMpOKOBeLLaTeNbHON pacchinke (3a UCKMoYeHMEM TOro, YTO OH obecneynBaeT oTbpackiBaHue
penTtarpamm 6e3 yBeJOMMNeHUs).

- LLnpokoBewaTenbHas paccbifika BcemMm XocTaM rnokanbHou cetu IP: B kauectBe HOMepa XOCTa WUCnonb3yetcs
cneumnanbHoe 3HadeHwue'. MNprHUMatoLmMin ypoBeHb IP forkeH pacnosHaBaTb Takol agpec, kak CBoW COBCTBEHHBIN.
OpHako, Ha BbllEnexalnx YpPOBHAX MOXET ObiTb MOME3HO pasnuunMe Mexay LMPOKOBELLATENbHLIMA U OObIYHBIMU
aevitarpaMmmammn (0COOGEHHO Ha MapLupyTM3aTopax). QTOT BapMaHT LUMPOKOBELLAHNsST Hanbornee noneseH - OH No3BoNseT
XOCTaM AeTeKTUpoBaTh LUN03bl (MapLupyTu3aTopbl) 6e3 MCnonb3oBaHWsi NMPOTOKOMOB Npeobpa3oBaHns afpecoB, a Takke
obecneymBaeT BO3MOXHOCTb paboTbl C cepBepamMu MMEH, cepBepaMun BpemMeHu U Ap. cryxbamy 6e3 ucnonb3oBaHus
SIBHOTO agpeca.

- LlUupokoBewatenbHasa paccbifika BCeM XocTam yaaneHHon cetu IP: B HeKOTOpbIX Cryyasix Takas paccbliika MoOXeT
okasaTbCsi MONe3Hon (Hanpvumep, ANa noucka nocrniegHen sepcun 6asbl AaHHBIX C MMEHaMK XOCTOB, YAANEHHOW 3arpy3ku
UNN MOHWUTOPUHIa CEeTeBON CNyXObl TOYHOrO BpemeHun). STOT Cnyyain coBrnagaeT C LUMPOKOBELLATENbHOW PacChinikon B
riokanbHoNn ceTu - gentarpaMmma nepeaaeTcst 06bI4YHBIM NMyTEM, NOKa OHA He MoMadeT Ha MapLIpyTM3aTop, NOAKMIOYEHHbIN
K ceTu-agpecaTy, KOTOPbI W OpraHuM3yeT LUMPOKOBELLATENbHYI0 PacCbiiky B CBOEW okanbHOM ceTu. JTOT Knacc
HasbIBaeTCHA HanpaBreHHbIM WwrpokoBellaHuem (directed broadcasting) nnm letter bomb [1].

- LLinpokoBelwaTenbLHasa paccbinka B macwTtabe Internet: Takas paccbinika Bpdaa nn none3Ha U, BO BCAKOM cly4ae,
HeXenaTternbHa.

Mo cooGpaxeHusiM Ge30nacHOCTM U NPOM3BOAUTENBLHOCTU (3arpy3ky KaHanoB) MapLUpyTUM3aToOpbl MOTYT HE MNepecbinatb
LUMpOKOBeLLaTeNbHbIe AeiTarpaMMbl 3a Npeaesibl CETU UM aBTOHOMHOW rpynMbl CETe.

5. MemoOsI wupokoeew,aHusi

Ha npuHumarowiem xocte TpebyeTca mopepHusaumsa |P-ypoBHA Ansa  nopgaepxkv  wuvpokosellaHus. B oTcytcTeue
LUIMPOKOBELLAHUSI XOCT NPOBepsieT NPUHAANEXHOCTb AeTarpaMMbl MyTEM CpPaBHEHMS agpeca rnonyyartens B Hell CO CBOMMM
apgpecamu IP. TMpn ucnonb3oBaHWM LUMPOKOBELL@HNS XOCT AOSMKEH CPaBHMBATL afpec nornyyarens He ToMbko CO CBOMMM
agpecamu, HO 1 C BO3MOXHbIMU LUMPOKOBeLLaTEeNbHbIMW agpecaMu noAceTem, K KOTOPbIM 3TOT XOCT OTHOCUTCS.

Bonpocbl onTumm3auum WmpokoBeLlaTenbHOM pacchlnku Nogpo6bHO paccmoTpeHbl B paboTax [1, 3, 4, 14, 15]. TMockonbKy Mbl
npegnonaraem, 4To ata npobrnemMa yxe pelleHa Ha KaHanbHOM ypoBHe, XOocT IP xenawowmn nepeatb LMPOKOBELLATENBHYIO
AevitarpamMmy B NnokanbHY0 Unu yaaneHHyto cetb (directed broadcast), gomxeH nuib ykasatb NoaxoasLwWwunin agpec nonyyarens
W nepepaTe pevtarpammy oOblMHBIM nyTeM. M3owpeHHble anroputMbl 06paboTku LuMpoKoBeLlaHua TpebyloTca TONbKo
Ln3am.

6. LLino3bl u paccbiJika WuUupoKosewameJsibHbIX deumaapaMM

OcHOBHas CrNoXHOCTb NOAAEPXKKM LUMPOKOBELLAHMS NOXMTCS Ha LWno3bl. Ecnu w3 nonyyaeT directed broadcast gns cetu, k
KOTOPOW OH He MOAKMIOYEH HEMOCPEACTBEHHO, Takas aeWTarpaMma MpocTO MEpPechINaeTcs C MCMOoMb3oBaHMEM OBbIYHBIX
MexaHu3mMoB. Ecru e wupokoBelLaTenbHaa gentarpamma agpecoBaHa B 04HY M3 NOAKMIOYEHHbIX K MapLUpyTM3aTopy ceTe,
CUTYyaLUsa HECKOIbKO MEHSETCS.

Korga wnto3 nonyyaeT nokanbHyl LUMPOKOBELLATENbHYO AedTarpaMMmy, BO3MOXHO HECKOSIbKO BapuaHToB. CuTyauus
ofHO3Ha4Ha, Ho 6e3 HEeKOTOPbIX Mep NPeaOCTOPOXHOCTU MOTYT BO3HMKaTL GECKOHEUHbIE NeTnun. BeinonHsaemoe npu nonyyeHmun
LUMpOKOBELLATENbHOWM AerTarpaMmbl OENCTBME 3aBUCUT OT HECKONbKUX MapameTpoB - MOACETU, U3 KOTOPOW AerTarpamma
nonyyeHa, nogceTy nonyyatens v agpeca Luno3sa.

- OCHOBHbLIM npasunomMm npegoTepalleHna netenb 4ABndeTcda cneaywulee. «HUKorga He nepecbinatb ,qulTarpammy B
LnpokoBeLllaTeslbHOM pexnme B (bl/l3|/|‘-leCKyPO ceTb, M3 KOTOpPOM OHa Obina NPUHATa». o710 npaBuno no3BondeT
n3baBuTbCS OT noBTopa fenTarpamMmm, KOTopble L3 MPUHSAN OT Camoro cebs. OgHako, 3TOro HefOCTATO4YHO, YTOObI
npenoTBpaTUTbL NETNN NPU HANUYUN HECKOSBbKUX LUSHO30B B OAHOM (OM3NYECKON CETH.

- Ecnn pentarpamma nonyyeHa m3 uU3MYECKOM CETU, B KOTOPYK OHA adpecoBaHa, Takyl AeWTarpammy He criegyer
nepecbinate. OfgHako, W3y crieqyeT paccMmaTpuBaTtb cebsi, kak nonyvaTens Takux AenTarpamm (Hanpumep, npwu
paccbinke MapLUpyTHbIX OGHOBNEHNIA).

' Bce 6UTbl HOMepa XocTa UMetoT 3HadeHue 1. Mpum. rpes.
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- B octanbHbIX cny4yadax, ecnu neVlTarpamma agpecoBaHa B CbVISVI‘-IeCKyIO CeTb, K KOTOpOIZ NOoAKMKYeH W3, OHa A0S KHa
ObITb nepegaHa B 3Ty CeTb C UCNOJIb30OBaHUEM LIJI/IpOKOBeLLlaTeJ'IbHOI7I agpecaunnm Ha KaHallbHOM YpOBHeE. Lno3 B aTOM
cny4vyae OOJKeH paccMaTpuBaTb cebs, kak nony4yarens ,El,el;lTanaMMbl.

- B npoTMBHOM cryyae LWmno3 AOIMKEH WCMOMb30BaTh OObIYHYIO NMPOoLEeAypy MapLupyTusaumMu ans BbiGopa creaytouero
LS03a 1 nepefaTtb AenTarpammy BbiGpaHHOMY MapLUpyTU3aTopy.

7. lWupokosewamenbHasi adpecayusi IP — npednoxeHHble cmaHOapmabl
Ona coBmecTMocCTM peanusaumii I[P OHM JOMmMKHBbI NOAAEPXKUBATL CneuMarnbHbI HOMep Ansg 0003Ha4YeHNst BCEX XOCTOB CETU
(all hosts).

MockonbKy ceTeBOW ypOBEHb JOKanbHOW ceTu Bcerga oTobpaxkaeT agpeca IP Ha agpeca kaHamnbHOroO YpOBHS, BbIOOp
LmpokoseLaTensHoro Homepa IP (broadcast host number) saBnseTca B kakon-To cTeneHn NponsBosbHbLIM. [Insg NpocToThl 3TOT
HOMEp He AOMKeH coBrmagaTtb HW C OOHUM U3 pearnbHbiX HOMEPOB XOCTOB. Homep, cogepxalimn Toneko 1, yaosnetsopser
aToMy TpeboBaHMI0; CNONb30BaHWE TakMX HOMEPOB ANns LIMpoKoBeLLaHus 6bino BnepBble npeanoxeHo B pabote [6]. Takue
HOMepa [OCTaTOMHO PeaKo WCMONb3YTCA ANA  peanbHbiX XOCTOB, MO3TOMY MPUMEHEHWe 3Toro HoMmepa And
LUIMPOKOBELLATENBHOW PACChINKN CKOpel BCero He NoTpebyeT Kakux-nmbo nsmeHeHu B KOHUrypaLum cetu.

Appec 255.255.255.255 aBnseTcs WMpoKoBeLLaTenbHbIM ANS NoKanbHOW ceTn U AernTarpaMMbl C TakuM agpecoM He OOSKHbI
nepecblnaTbCs B Apyrve cetu. Takon agpec MOXeT MCNOoNb30BaTbCHA, HaNpUmep, XocTamu, KOTOPbIM He U3BEeCTEH HOMep WX
CeTu, Korga oHW MbITaloTCs NOMNy4nTb 3TOT HOMEP OT cepBepa.

Taknm 06pas3om, XoCT ceT ¢ HoMepoMm 36 (Harnpumep) MOXeT:
¢ paccbinatb gevtarpaMmbl CBOMM HEMOCPEACTBEHHbIM COCEAsIM MO NOKanbHOM ceTu, ucnonb3ysa agpec 255.255.255.255;
¢ paccbinatb LWUMPOKOBeLLaTeNbHbIE AeiTarpamMmmbl No Beel ceTn 36, ncnonb3ys agpec 36.255.255.255"

Ecnn «Bce eanHuubl» B none agpeca IP ucnonb3yloTcst Anst LUMPOKOBELLAHUS, 3HAYEHUE «BCE HYNMM» MOXHO MCMOMb30oBaTb
ONs HeykasaHHoro agpeca (unspecified). Bo3MOXHO 3TO SABMSETCA NPUYMHON NOSIBNEHNST TAKUX 3HAYEHUI B MONe OTNpaBuUTenst
pentarpamm ICMP Information Request. OgHako B COOTBETCTBUM C COrfalleHMeM O HOTauuu Takve agpeca (BCe Hymnu)
ucnonb3yloTcs  Ans obosHadyeHus cetei?. Hanpumep, 36.0.0.0 os3HauyaeT «ceTb Homep 36», a 36.255.255.255 -
LUMpPOKOBELLIaTENbHbIN aApec «BCe XOCTbl CeTH 36».

7.1. lnpokoBewaTenbHble agpeca u cepsepbl ARP

MpoTtokon npeobpasoBaHus agpecoB ARP, onncaHHbIn B [12], MOXeT Npy HEKOPPEKTHOW peanv3auun nopoxaatb npobremsl,
CBSi3aHHble C WCMNOMb30BaHWMEM LUMPOKOBELLAHWA B CeTHAX, [Ae He BCe XOCTbl MOHUMAalOT, Kakon agpec sBhsieTcs
LuMpokoBeLlaTenbHbIM. BosHukaeT uckyweHne uameHuTb cepBep ARP Tak, 4tobbl OH Mor obecneumBaTb OTOGpaxeHue
LUMpoOKoBeLLaTenbHbIX agpecos IP B LuMpokoBelyaTenbHble annapaTtHble agpeca. OTOMY UCKYLLEHUIO He crefyeT NoaaaBaTthbes.
Cepsepy ARP Hukorga He cregyeT daBaTb OTKNMKW Ha 3anpocbl, B KOTOPbIX MoryvaTenb 3afaH LIMpOKOBeLLaTenbHbIM
agpecoMm. Takve 3anpocbl MOTYT WCXOAUTb TOMBbKO OT XOCTOB, KOTOpble He pacrno3HalT 3JTOT ajpec B KavecTse
LUMPOKOBELLATENLHOMO (3TO Nerko NpMBOAMT K BO3HMKHOBEHMIO neTenb B nepecobinke). Ecnu nmeetca N Takux XocToB B
u3nyecKkon cetu, Torga gentarpamma, nepenaHHasi co 3HadeHvem TTL = T, MOXeT npuBeCTM K reHepaumn TV MOBTOPHbLIX
LUMpOKOBeLLaTENbHbLIX AenTarpaMmm.
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