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IP Payload Compression Protocol (IPComp)

lNMpoTokon Komnpeccumn aaHHbIX IP
Cmamyc dokymeHma

DTOT NOKYMEHT COACPXKHT cHEeUM(HKAIMIO MPEUIOKSHHOTO CTaHaapTa Uil coobmiecTBa Internet W CIy)KHT 3ampocoM K
00CY>K/ICHHIO B IIEJSIX COBEPIICHCTBOBAHMS IPOTOKOIIA. TeKyIlee COCTOSIHUE CTaHIapTH3AIMH MOYKHO BBISICHUTB U3 aKTyaJbHON
Bepcun gokymenTa Internet Official Protocol Standards (STD 1). JlokyMeHT MOKET pacIpOCTPAHSTHCS CBOOOIHO.

Aemopckue npaea
Copyright (C) The Internet Society (2001). All Rights Reserved.

Te3uchbl
JIOKyMEHT COIEp)KUT ONMCAHHME MPOTOKOJA, NMPEAHA3HAYEHHOTO IS Hepaspyluarouield kommnpeccuu nedtarpamm IP B cpene
Internet.

1. BeedeHue

[MTporokox cxarust nanubix (payload) IP (IPComp) npennasznadeH uist CHIDKEHUS pa3mepa aeitarpamm IP. Otot nporokon Oyzaer
MOBBINIATE OOILYI0 TNPOU3BOJUTEIFHOCTh CBA3M MEXIY Mapoil OOMEHHMBAIOMIMXCS JAHHBIMH YCTPOWCTB (XOCTBHI, IILTIO3BI),
KOTOpbIE OyleM Isi TPOCTOTHI Ha3bIBaTh y3iaMu (node), 3a cyeT ckaTus JedTarpaMm, 00eCIeYrBaeMOro BBIYHCIUTEILHBIMU
pecypcamu y310B (ocHOBHOTO mpoueccopa - CPU win cnenmanbsHOTO componeccopa KOMIPECCHH), TIPH Mepeade AaHHBIX MO
HU3KOCKOPOCTHBIM WJIM 3arpy>K€HHBIM KaHaJIaM.

Kommpeccnst manapix I[P ocobenHo monesHa mns mudpoBaHHBIX aeiitarpamm IP. IludpoBanme pelitarpamMm nenaer
pacnpe/eneHie KOJIOB CIIydaliHbIM, TI03TOMY KOMIIpecCHs Ha HuKenexammx ypoBHsx (Hampumep, PPP Compression Control
Protocol [RFC1962]) cranoButcst HeadexTnBHON. [Ipr COBMECTHOM HCIIONB30BAHUN KOMITPECCHSI JTOJDKHA BBITIOHSATHCS 0
mudpoBaHusl.

OTOT JOKYMEHT oIpeersieT mpoTokoa kommpeccun gaHHbIX [P (IPComp), ctpykrypy makeroB [PComp , accommammu IPComp
(IPCA) u Heckosbko MeTo10B coriacoBanus IPCA.

Hcnonb3oBanue aiaropuTMoB Komrpeccuu uisi mpotokona [PComp nomkHO OBITH PaccMOTPEHO B JPYTHX JIOKYMEHTaX,
MIOCKOJIBKY 3TOT BOIPOC BBIXOAWT 3a IPEEIbI JAHHONW CTIeIN(UKAIAN.

Cneundmkaumua TpeboBaHuM

Kirouessie cnoBa Heo6xogumo (MUST), Hegonmyctumo (MUST NOT), tpedyercs (REQUIRED), ny:kno (SHALL), He HykHO
(SHALL NOT), caexyer (SHOULD), ne caexyer (SHOULD NOT), pexkomenayerca (RECOMMENDED), Bo3amoxuao (MAY),
HeoOs3aTebHO (OPTIONAL) B maHHOM JOKYMEHTE TOJDKHBI MHTepHpeTupoBathes B cooTBercTBuu ¢ RFC 2119 [RFC2119].

2. lpouecc cxxamusi

IIponecc xomnpeccun neirarpamm [P cocront u3 2 ¢a3 — cxatre ucxomammx aerrarpamm [P (compression - kommpeccus) U
JIeKoMITpeccusi BXoaamux aeirarpamm (decompression). [Iporece koMmpeccun A0JKeH OCYIIECTBISITECS Oe3 moreps (lossless),
9TOOBI JeiTarpaMMbl [P mocie 1eKoMIpeccH 0CTaBaIich TOXKASCTBEHHBIMU HCXOIHBIM AeiTarpaMMam.

IIpouecchl cxxaTust U AEKOMIIPECCHH BBIONHSIOTCS HE3aBUCHMO JUIS KaXaoi neltarpammel [P, BHe cBsi3um ¢ koMmnpeccuei
Ipyrux nedrarpamm (stateless compression), MOCKOJIBKY JocTaBka nedtarpamMM [P MOxeT MpOHMCXOAUTH ¢ HAapyLICHHEM HX
MOpsAZKa, a HEKOTOpble JAeiTarpaMMbl MOTYT IIPOCTO OKa3aThCs HENOCTaBIEHHbIMH. Kaxknas cxkartas peidrarpamma [P
MHKAICYJIPYET OJIHY MOPLHIO TOJIb30BaTeNILCKUX TaHHBIX (single IP payload).

Ha npuemHoii cropoHe A0/KHA 00ecrieunBaThesi 00paboTKa CKATBHIX U HEC)KATBIX Jiedtarpamm IP juist Toro, B COOTBETCTBUM C
MOJIMTUKOW non-expansion, OMUCaHHOM B maparpade 2.2.

Komnpeccust ncxomsiumx aeiitarpamm [P 10J5KHA BBINONHATBCS 0 TOTO, KaK HAYHETCS Kakas-IM00 oOpaboTKa, CBs3aHHAs C
6e3onacHocThlo [P (Hanpumep, mmdpoBanue uian ayreHtUduKanus) u 1o ¢pparmeHraunu aeiirarpamm IP. Kpome toro, B IPv6
[RFC2460] xommpeccust HCXOMSIIMX JeldTarpaMM JIOJKHA BBIIIOJHATHCS nepe] qodasnenneM 3arojioBka Hop-by-Hop Options
wm Routing Header, nmockonbky o00a 3TH 3arojioBka B OOOMX 3aroJIoBKax COJEPXKUTCS HH(OpMaIus, KOoTopas MOXeT
MIPOBEPSTHCS U 00pabaTHIBATHCS KaXIbIM Y3JOM Ha IyTH IOCTaBKM IIaKeTa, M, CJIEJOBaTElIbHO, JOJIKHA IepeaaBaThbCs B
WCXOJIHOM BHJIE.

[Togo6HO 3TOMY HeKoMIpeccHs: IPUHATHIX AeiTarpaMM [P 10/KHA TTPOHUCXOIUTH MOce COOPKH (ParMeHTOB M BBITOJIHEHUS
orepanuii, CB3aHHbIX ¢ 0€30M1aCHOCTBIO, TUIA Ay TEHTU(HUKAIIMY U IIH(PPOBAHUSL.

http://www.bilim.com http://www.protocols.ru



http://www.bilim.com
http://www.protocols.ru

Pa3symHble ceTu oT komnaHum BiLiM Systems MepeBoa RFC 3173

2.1. CxaTble gaHHble

CxxaTre npuUMeHsIeTcsl K OJHOMY MacCHBY OKTETOB, KOTOPBIH SIBIISIETCS HENPEPHIBHBIM B Jeiitarpamme IP. DToT MaccuB Beeraa
3aBeplIaeTCs Ha MOCIEAHEM OKTeTe JaHHBIX B nakere IP. OTMeTHM, 4TO HENMpephIBHBIM MACCUB OKTETOB AEHTarpaMMbl MOXET
ObITH (hparMeHTHPOBAH B (PU3MUECKOM MaMATH y3Ja.

B IPv4 [RFC0791] xommpeccust TpuMeHsieTCs K MOJIb30BaTeIbcKUM JaHHbIM (payload) nefitarpammel [P, HaunHast ¢ mepBoro
OKTeTa nocie 3aroioBka IP u npogomxaercs 1o nociaenHero okrera aeifrarpamMel. Hu ogna gacts 3aronoBka IP wmm omuii [P
He ckumaercd. OTMETHM, YTO B ClIyyae MHKAICYJIMpPOBAHHOrO 3arojioBka IP (Hampumep, TyHHeIbHas MHKaNCymsaus B Ipsec)
Hayajlo JaHHBIX B JieWTarpaMMe pacloiaraercs cpasy ke Iociie BHemHero (outer) 3arosoBka IP. B pesynbrare BiO)XeHHBII
(MHKanCynMpPOBaHHBIN) 3aroJ0BOK [P paccmarprBaeTcst Kak 9acTh IaHHBIX U CKUMACTCH.

B konrekcre IPv6 mpotokon IPComp paccmarpuBaeTcst Kak JaHHble Ha BceM myTH (end-to-end) n He TpeOyeTcsl MOdTaIHbINA
(hop-by-hop) anamu3 u mpeoOpa3oBaHHE 3arojOBKOB. B pe3yibTarte KOMIIPECCHs HCIOJB3YESTCs, HAYMHASA C MepBOro mois IP
Header Option, koTopoe He colepKUT HH(DOPMAITUH, TPOBEPsIeMON U 00padaThIBAEMOM y3J1aMHU Ha IyTH JOCTABKU MakeTa (eciu
TaKoe IMoJie UMEETCsI B 3ar0JIOBKE) 1 mpotoibkaercs 1o AaHHbIXx ULP B gefirarpamwme IP.

Pa3mep maHHBIX [MOCTIE UCTIONB30BAHMS AJITOPUTMA CKATHS TOJIZKEH COCTABIIATH I1€JI0€ YHCIIO OKTETOB.

Kak mokazano B maparpade 3, 3aromoBok [PComp BCTaBISIETCS HETOCPENCTBEHHO Ieped CXKATBIMH JaHHBIMH. VICXOMHBIH
3arosoBok [P m3meHsercs s ydera HOBOTO pa3Mepa JedTarpaMMbl M HHIuKamu mpotokoia [PComp. McxonHoe conepxumoe
Next Header (IPv6) mmu momst mpotokoda (IPv4) coxpansiercs B 3aronoske [IPComp.

Jexommpeccust NpUMEHSIETCS K OAHOMY HETIPEPBIBHOMY MACCHUBY OKTETOB JieiiTarpammsl IP. MaccuB HauMHAeTCs cpasy ke 1ociie
3aronoBka [PComp m 3akaH4MBaeTcs TIOCICTHUM OaliToM HaHHBIX B JAektarpamme IP. Ilpm ycmemHoM 3aBeplieHHN
JIEKOMIIPECCHH 3arojioBoK [P m3MeHseTcs (BoccTaHaBIMBACTCS) C YIETOM M3MEHEHHS pa3Mepa AeiTarpaMMsel U ot next header
(uim mpotokoun), coxpaneHHoro B 3aronoBke IPComp. 3aromoBok IPComp ynamsercs u3 nelitarpammel IP u nanHbIe mocie
JEKOMITPECCHH PA3MEIIAOTCS BCIIE]] 32 OPUTHHAIBHBIM 3aroJIoBKOM [P.

2.2. NpaBuno Non-Expansion

Ecnn oOmmii pasmep cxatbix naHHbIX W 3arojoBka [PComp (cm. Ilaparpad 3), He MeHblie pa3mepa HUCXOAHBIX JaHHBIX,
neritarpamma [P moskHa niepenaBatbest B McXoaHOM Bue (0e3 komrpeccun). [lpu nepenaue neiitarpammel [P 6e3 komnpeccnn
3arosioBok IPComp He mobamisercs B aeWTarpamMmy. OTO TpaBWIO W30aBIsSET OT 3aTpaThl BPEMEHH Ha OECCMBICICHHYIO
JCKOMITPECCUIO U MPEIOTBpaIaeT U30bITOYHYIO (hparMEeHTAIHIO, KOTIa pa3Mep JedTarpaMMbl T0cie IEKOMIIPECCHH TPEBBICUT
MTU.

OueBuHO, 4TO HEOOJBIIME NedTarpaMmbl [P MOTyT yBennuuBaThes B pasmepe mocie kommpeccuu. CienoBaTenbHO, Tepes
KOMIIpecCHe AefiTarpaMM HX pa3Mep CPaBHUBAETCS C TIOPOTOBBIM 3HAYEHHEM U IEUTarpaMMBbl ¢ pa3MEPOM MEHBIIIE TIOPOTOBOTO
HE C)KUMAroTcs. 3HaUueHHE MOPOrOBOT0 YPOBHS 3aBUCHUT OT PEaH3alIlHH.

Heitrarpammsl [P co cxaTbiMU TaHHBIMH HET CMBICJIA MOJBEPraTh JOMOJHUTENBHON KoMipeccuu. [lpenpinymas koMipeccus
JAHHBIX MOKET OBITh PE3yIbTATOM BHEIIHHUX MPOLECCOB, BHIMOIHEHHBIX MPOTOKOJIAMH 00Jiee BEICOKMX YPOBHEH WIIM BHEITHUMHU
crcTeMaMu cxxaTusi. Bo m30erkanie HeHyKHOTO pacxo/ia pecypcoB CIEAyeT HCIIOIb30BaTh IalITHBHBIC AITOPHUTMBI KOMIIPECCHH.
Hanpumep, ecnu cxxarue i mociienoBatenbHbIX gertarpamm [P ¢ momomsio IPCA naet oTpumaTenbHBIA pe3ylbTaT, CeLyore
JerTarpammbl (CkaxkeM, k) mepenarorcs 0e3 MONBITOK cxaTs. Ecii cxaTve Nocienyromux j AedrarpaMM Takxke HE JaeT
pe3yibrara, 0e3 TOMBITOK KOMIIpECCHH Tepenaercst Ooipiiee umcno npedrarpamm (k + n). Ilocme ycmemHoro cykaTws
JedTarpaMMbl BoccTaHaBiuBaeTcst oObraHast padora IPComp. BbiOop aganTHBHOTO alropuT™Ma M IMOPOTOBBIX 3HAYEHHUH 3aBHCHUT
OT peaIn3anuH.

B mpornecce 00paboTKN C)XKMMaeMbIX JAHHBIX aJlTOPUTM MOKeT IPOBOINTD NEPUOANYECKHE MTPOBEPKU d(P(PEKTHBHOCTH CHKATHS
nof00Ho TpedoBanmaM [V42BIS]. Ilpupoaa npoBepku OyeT 3aBUCETh OT UCIIOIB3YEMOT0 alnropuTMa koMmpeccun. Ilocie Toro,
KaKk IpOBepKa II0Ka3aja HEC)KMMAEMOCTh JaHHBIX, aIrOPUTMY CJEIyeT IPEeKpaTuTh JalbHeHIIyl0 oOpaboTKy NIaHHBIX H
JelTarpaMma JIOJDKHA MepeaBaThest 0€3 KOMITPECCHH.

3. Cmpykmypa 3a20/108Ka cxxambix delimazpamm IP

Cxatsle aeWitarpamMmbl P MHKancymmpyroTcss ImyTeM H3MEHEHHWS CTaHAAapTHOTO 3aroyioBka [P W BKIIIOYEHHS TOCIe HEro
3arosioBka [PComp, HermocpeicTBEHHO 32 KOTOPBIM PAcIIoNlaratoTcs CkaTble JaHHbIE. B 3TOM pasfene onpezaensercs npoueaypa
m3MeHeHus 3aroyioBkoB [Pv4 u Ipv6, a Taroke ctpykrypa 3aromnoska [PComp.

3.1. UsameHeHue 3aronoBka IPv4
Ilepen oTnpaBkoii c:xaToi AeTarpaMMbl U3MEHSIIOTCS CIIEIYIOLIUE MO 3aroyioska [Pv4:
Total Length
OOmast JuIMHA MHKATICYJIMPOBaHHOM JieiitarpamMmbl IP ¢ yderom crannaprHoro 3aronoBka IP, 3aromoBka IPComp u cixateix
JIAHHBIX.
Protocol
B nosnie mporokona momentaercs 3HaueHue 108, Beraenennoe i aedrarpamm [IPComp [RFC1700].
Header Checksum
Kontponenas cymma 3arosnoska [P [RFC0791].
OcranbHble ot 3aroyiopka IPv4 (Bxirouast mose onmuii) He M3MEHSIOTCS.

3.2. U3ameHeHue 3aronoska IPv6
Iepen otnpaBkoi cxxaTol AelTarpaMMbl H3MEHSFOTCS CIIEAYIOIUE MO 3arojaoBka [Pv6:
Payload Length
Pa3mep cxarsix ganubIx IP.
Next Header
B none Next Header momemaercst 3nauenue 108 — nnenruduxatop aerirarpammer [PComp [RFC1700].
Bce ocranbhble o 3arosnoBka [Pv6 (Bkirouast Bce HecKaThIe MMOJIST) COXPAHSIIOTCS HEW3MEHHBIMHU.
3aronoBok [IPComp nomernaercs B naker [Pv6 ¢ rcnonb3oBaHHeM TakuX e MpaBuil, Kak Juist 3arosioBka IPv6 Fragment Header.
Onnako myst nakeToB Ipv6, conepskanmx ogHoBpeMeHHO 3aronoBku [Pv6 Fragment Header n IPComp, 3aronosok IPv6 Fragment
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Header momken mpemmuectBoBare [PComp. Otmernm, uro mexay IPv6 Fragment Header m 3aromoBkom IPComp moryt
pa3MemIaThCs IpyTue 3aroyioBku IPvo.

3.3. CtpykTypa 3aronoBka IPComp

4-oxTeTHbIN 3aronoBok [PComp umeeT creayromnryto CTpyKTypy:

1 1 2 3

01 23 45 6 7 8 90123 456 7890123 456 7189 01
Next Header Flags Compression Parameter Index

Next Header

8-OWTOBBII celeKTop, coxXpaHsrommii 3HadeHne noms Protocol (IPv4) mmu IPv6 Next Header u3 opurnHampHOTO 3arojoBKa
IP.

Flags
8-OuToBOE TONE (hIAaroB 3ape3epBHPOBAHO NI WCIONB30BaHMS B OyoyImieM W HOJGKHO MMETh HyleBoe 3HadeHme. Ha
MPUEMHOM CTOPOHE 3TO MOJIE AOJIKHO UTHOPUPOBATHCSL.

Compression Parameter Index (CPI)
16-OUTOBBIM HMHAEKC, ONPEACISIIOMMKA THI Komrpeccud. 3HadeHust 0-63 0003HA4alOT XOPOIIO M3BECTHBIC AITOPUTMBI
KOMIIPECCHH, HE TpeOyIolre AOTOJHUTEIbHON MH(POPMAMA U yCTaHAaBIMBaeMble Bpy4dHYyl0. CaMM 3Ha4YeHHs HHIEKCOB
copnanatoT ¢ uneHrtudukaropamu [IPCOMP Transform, onpenenenuasivu B [SECDOI]. JInst BRISICHEHHS pacIpeeieHHbIX
3HAYCHUH U TTOJyYEHMS] MHCTPYKIHMH MO BBIICIICHNIO HOBBIX MH/IEKCOB cieayeT obpamarscs k padore [SECDOI]. 3nauennus
64-255 3ape3epBUpPOBaHBI ISl UCIOJB30BaHUA B OynymieM. 3HaueHus 256-61439 cormacyroTcs Mexay mapoidl y3JoB NpU
cosnanuu IPComp Association', kak onucano B paszeie 4. 3nauenus 61440-65535 BoieseHbI IjI1 YACTHOIO MCIIOJIb30BaHHUS
mo comiacoBaHuio CTopoH. O0a y3ma moryTr BbeiOMparh 3HaueHuss CPl He3aBHCHMO M HE CYIIECTBYET KaKHX-THOO
COOTHOILCHUIH MeXay BbIOpaHHBIMH Kaxaod cropoHod CPI. 3aromoBox IPComp B wuCXonsmx NakeTax JIOJDKEH
ucnonb3oBath 3HaueHre CPI, BeiOpanHoe mpunumarorieii ctoporoit. CPI Bmecte ¢ IP-agpecom momyyarens odecrneynBaet
YHUKQJIbHYIO HACHTU(DHUKAIMIO TApaMETPOB KOMIIPECCHH JUIs IEUTarpaMm.

4. CoaznacoesaHue IPComp Association (IPCA)

Just ucnone3oBanus npotokona IPComp aBa y3na AosrkHbI cHavyana co3narh acconmanuio IPComp Association (IPCA) mexmy
coboit. IPCA Brurouaer Bcro mHOpopmarmio, TpeOyemyto miust pabotsr [PComp, Bkimrouas 3madenus CPl, pexkxum paboTsr,
UCTIOJIb3YEMBIE aJITOPUTMBI KOMIIPECCHH U BCe TpeOyeMble [Tl BRIOPaHHBIX aITOPUTMOB apaMeTpBL.

IIpaBuna opranmzanuu [PComp Moryt 3amaBathesi Ha ypoBHE Hapsl y31oB (torma IPComp ucnomesyercst i Bcero Tpaduka
MEX]Ly y3JIaMH1) WJIM Ha YPOBHE CEAHCOB, KOT/1a KOMITPECCHUSI UCTIOJIBb3YETCs TOIBKO ISl BRIOPaHHBIX CECCHI MEXK/Ty T1apoid Y3II0B.
[Tapa y3moB MoeT coriacoBarh ncronb3oBanue [PComp B ogHOM MM 000MX HanpaBleHHUSX U JIOIYCKAETCS MCIIOIb30BAHHE
Pa3HBIX AITOPUTMOB KOMIIPECCHH JUIS Ka)KIAOTO HallpaBlIeHUs. Y3IIbl, OJTHAKO, JOJIKHBI COTNIACOBATH MEXKIY COOOI anropurm
KOMITIPECCHH TSI KKAOTO M3 HaIlpaBJICHUH, B KOTOPOM OHH OyxIyT mcroib3oBath IPCA — 1o yMOI9aHWIO HUKaKOH alropuT™M
KOMIIPECCUH HE OIIpe/IeTIeH.

Huxkakoii 13 alIropuTMOB KOMIIPECCHH HE SIBISIETCS 00s3aTeNbHBIM Jutst peanm3anuu [PComp.

Accormanuu  IPCA  co3garoTcst myTeM JMHAMHYECKOTO COIJIACOBAHUS MapaMeTpoB WM Bpy4Hyro. [Ipu nuHaMmdeckoM
COIJIACOBAHMM CIIElyeT HMCHOJIb30BaTh MpoTokos oOmeHa wimouamu Internet Key Exchange [IKE] ¢ IPsec. [AunHamuueckoe
COTJIACOBaHKE MO:KeT BBIITOJHITHCS HA OCHOBE Pa3HbBIX MPOTOKOJIOB.

4.1. Ucnonb3oBaHue IKE
Js IPComp B konTekcre OesomacHocté [P mpotokon IKE oGecredmBaer TpeOyemble MEXaHM3MBI M PEKOMEHIAIWH TI0
cozganuto IPCA. Mcnone3ys IKE, npotokon [PComp MOXET cOrfiacoBbIBaTh acCCOUMAIMM KaK aBTOHOMHBIA WJIK COBMECTHO C
JIpyrumMu nporokonamu IPsec.
Acconnanmn [PComp coriacylorcss WHHIMATOpOoM C wucnonb3oBaHneM Proposal Payload (mpeanoskeHHBIE HaHHBIE) U
BkioueHneM Transform Payload. Proposal Payload 3amaer npotokon komnpeccuu naHsbix [P (Payload Compression Protocol) B
nosie UAeHTH(UKATOpa NPOTOKONa, a Kaxablid aneMeHT Transform Payload comepHT KOHKPETHBIH anropuT™, mpearaeMblit
JIPyroii CTOpOHE.
3nauenue CPI nepenaetca B nose SPI ¢ coorBeTcTBYIOmUM 3HaueHueM nons pasmepa SPI. 3nauenue CPI caenyer nepenasatsb
Kak 16-OutoBoe menoe, ycranasiiBasi B osie pasmepa SPI snHauenne 2. Bo3amoskna taroke nepenada CPI B popme 32-6utoBoro
3HAYCHUS C ycTaHOBKOH pa3mepa SPI = 4. B atom ciyuae 16-OutoBoe 3HaueHne CPI Mo1KHO mOMeEIaThes B J[Ba MITAJIIAX
okrera nosst SPI, a crapuive oKTeThl AOKHBI COJIEp)KaTh HyJIEBOE 3HAYEHHE U IIPUEMHasl CTOPOHA J0JDKHA MTHOPHPOBATH 3TH
okretbl. [TpuHUMaroImuii y3en KokeH ymets o0pabarsiBath 00e Gopmbl npemioxkenus CPI.
B nomene unrepnperanuu IP Security (Internet IP Security Domain of Interpretation unu DOI) npotokon IPComp nomken
cornacoBbiBatbest kak Protocol ID PROTO IPCOMP. AnroputM KOMIIPECCHH COIJIaCyeTcsi Kak OIMH W3 OIpe/IeNICHHBIX
TpancnoptHeIx uaeHtudukaropos IPCOMP (Transform Identifier).
[pennoxenust IPComp MOTYT comepikaTh CACIYIOIINE ATPHOYTHI:
Encapsulation Mode
UToOBI MPEeUIOKUTE HECTAaHIAPTHRIN pekuM MHKarcysmuu (Hanpumep, Tunnel Mode), npenioxenne IPComp posrxHo
BKJIIoYaTh atpuOyT Encapsulation Mode. Ecnu stor arpubyr He 3ajaH, HMCHOJB3YeTCSl NPHHSATAs 1O YMOIYaHHIO
uHKarcymsmus Transport Mode.
Lifetime
Ipemnoxenust [IPComp wucmomssyror arpudyter Life Duration (Bpems xm3um) um Life Type (KM3HEHHBIA THIT) ISt
onpenencaus BpeMeHu xu3Hu [PCA.
Korma cornmacoBanne IPComp sBisiercss wacteio Protection Suite, Bce JOTHUECKH CBSI3aHHBIC IMPEATIOKCHUS TOJDKHBI OBITH
cornacoBanbl. OpHako B npemtoxkenns [PComp He ciaenyeT BKIrouath arpuOyThl, HenpuMeHMEble kK [PComp. Hegomyctumo
otBeprats npemnoxenuss [PComp u3-3a TOro, 4To OHM HE BKJIIOYAIOT aTpuOyTOB ApYruxX NpoTokonoB Protection Suite, He

' OTMETMM, YTO NPHM COTJIACOBAHHMHM OJHOTO M3 XOPOINO HM3BECTHBIX AITOPHTMOB Y31kl MOryT BeiOparh CPI M3 mpemonpeneneHHOTO
nuana3ona 0-63.
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umeronmx otHomeHus k [PComp. Korna npeanoxenue IPComp BriTiodaeT Takue aTpuOyThl, OHU AOJIKHBI UTHOPUPOBATHCS IIPH
coznaanu accormanuu [PCA u, criegoBarensHo, He yuuThIBaloTCs B pabote IPComp.
3ameuanus onsa pazpabomuuxos

1. VY3en moxer u30aBHTHCS OT HEOOXOAMMOCTH BBIYMCICHWH ISl ompedeneHust anroputma kommnpeccun u3 CPI,
WCTIONB3YS OJWH U3 XOPOIIO U3BECTHBIX AJITOPUTMOB — 3TO MOXKET COKPATHTh BpeMsI IEKOMIIpeccru. J{iis pelenns 3Toi
3amaun  y3en Moker coryacoBath CPI, 3HadeHHMe KOTOpOro COBIIaaeT ¢ OAHUM W3 IIpeNOIpelieNIeHHBIX
nneaTadukaTopo Transform s maHHOTO anropuTMa KoMmImpeccHu. B gactHOCTH, y3en MoxkeT npemtokuts CPI u3
TIPE/IONIPE/ICNICHHOTO THamna3oHa, repenasast Proposal Payload ¢ egmncTBeHHBIM 3HadenmeMm Transform Payload,
kotopoe cosnazaer ¢ CPI. Korna npeanaraercs 6oee oxHoro 3HaueHust Transform Payload, y3en MozkeT npeuioxuTh
CPI u3 npenomnpeaeneHHoro qUana3oHa, UCIob3ys MHOXeCTBO npeioxkenuit [IPComp, kaxnoe U3 KOTOPBIX AOJIKHO
BKITIOYATh eAWHCTBeHHOE 3HaueHWe Transform Payload. apmmu croBamu, ecmu Proposal Payload comepxwur Gomnee
onHoro 3HaueHust Transform Payload, 3nauenuss CPl nomKHBI HaxXoOAWTBCS B COIVIACOBAHHOM  JIMaIla3oHe.
[puHnMarommii y3en Ao0JKeH ObITh criocoOeH 00padaThIBaTh KaX[yI0 U3 MPEITI0KEHHBIX (GOpM.

2. Accoumanuu IPCA nepecTaroT ObITh YHUKAJILHBIMH ITPU OpraHU3aliy JABYX Wi Oosee ceancoB IPComp mexay mapoit
y3JI0B M HCHOJb30BaHMU oauHaKkoBbIX CPIl u3 umcna Xopolro M3BECTHBIX MO KpaliHEW Mepe A JABYX CECCHH.
OrcyrcrBue yHukansHocTd [PCA mopokaaer mpoOiieMbl PU TOAIEPIKKE CHEHUPUUYECKUX Ul KaKAO0H accolualuu
IPCA arpu0yTOB — COINIaCOBaHHBIX (HAPUMEp, BPEMS JKM3HU) WM BHYTPEHHHUX (HAalpUMEp, CYETYMKH aJIallTHBHOTO
IropuT™Ma i 00pabOTKK MPEeaBAPUTEIILHO CkaToro Tpaduka). s odecrneuenus yaukanbHoctH Bcex IPCA  manHOM
mapsl y3JI0B NPHU HAIWYUM JBYX U Oonee acconuanuii [PCA, MCIONB3YIONMX OJUHAKOBBI aJTOPHTM KOMIIPECCHH,
3HaueHus1 CPI ciexyer BEIOMpATh M3 COTacOBaHHOTO Auarna3oHa. OIHAKo B Te€X CIIy4asx, Korjaa yHuKanbHocTh IPCA He
Tpebyetcst (Hampumep, npu ucnonb3oBanun [PCA 6e3 atpulyToB), MOKHO HCIOJIB30BaTh Xopoiio uzBecTHbie CPI.
OtmernM, uto accormanust [PCA  sBisieTcss yHUKanbHOW, KOTJa MEXKAY Mapoi y3J0B CYIIECTBYET €AWHCTBEHHBIH
CeaHc, UCTIONB3YIOIIHIA JaHHOE XOpOIIIo n3BecTHOe 3HaueHue CPI.

4.2. U\cnonb3oBaHue NPOTOKONOB, OTNNUYHbIX OT IKE
I[I/IH&MI/I‘IGCKOC COITaCOBAaHUE MOZKET BBIITOJIHATHECA HE TOJIBKO HAa OCHOBE ITPOTOKOJIa IKE, HO 3TOT BOIIPOC BBIXOAUT 3a NPEACIIbL
JAHHOW CTICII(PUKAITIH.

4.3. Py4yHas HacTpouKa KoHdurypaumum
Moxuo cozgaBate accoumarmu [PCA (IPComp Associations) Mexmy mapaMu y3J0B ITyTeM HACTPOWKH KOH(UTyparuu
Bpy4Hy!0. [l 3TOro BapuaHTa BBIJIETICH OIpaHUYEHHBIH Anamna3oH nHaekcoB CPL, npeacTaBisomumx alropuTMbl KOMITPECCHU.

5. Bonpocbi 6e3onacHocmu

IIpu wucnonszoBanun IPComp B konTekcre IPsec, mpeamonaraercss OTCYTICTBHE BIUSHHMS IPOTOKONA KOMIIPECCHM Ha
(YHKIMOHMpOBaHUE CpelcTB obecriedeHust OezomacHocTH [Psec — mcHosb30BaHME KOMIPECCHHM HE JIOJDKHO CHIDKATh HITH
HU3MEHSTh IPUPOJTY HIDKEIeXKallel apXUTeKTypbl o0ecriedeH s 0e30IIaCHOCTH MM MCTIONIB3YEMBIX JUIS €€ Peali3aliii MEeTOJ0B
A pOBaHUSL.

[pun ucronnzoBanun IPComp 6e3 IPsec, komnpeccust ganabix [P Moxker cHikath ypoBeHb Oe3onacHocTy B Internet, nogo6Ho 1P-
nHKancymsimu [RFC2003]. Hampumep, IPComp MoskeT 3aTpyIHsATh pabOTy TpaHMYHBIX MapLIpyTH3aTOpPOB IO (GMIIBTparyn
JieliTarpaMM Ha OCHOBE TIOJICH 3aroyioBKOB. B wactHOCcTH, McXoaHOe 3HaueHue moist Protocol u3 3arososka IP nepemeniaercs B
3aronoBok [PComp, a Bce 3arojoBKM TPaHCIIOPTHOIO YPOBHS BHYTPH AedTarpaMMsbl (Takue, Kak HOMepa HOPTOB) MPOCTO
OKa3bIBAIOTCS B CXKATOM 4acTU JEUTarpaMMbl U HAIPSIMYIO HENOCTYNHbL. DuibTpyronyil IpaHUYHbIA MAPLIPYTU3aTOP CMOXKET
BBIIIOJHATE (DMIIBTPALIMIO TOJBKO B TEX CIydasx, KOTrJa OH NpHHHMMaeT ydactue B accormanmu IPCA, ncrnons3dyemoi st
Komrpeccur. JIsi MCTIONIb30BaHMS KOMIIPECCHH B cpenax. I ae tpedyercss (uibTpanus (WM, MO KpaiHedl Mepe, yduer) Bcex
NaKeTOB, /Uil TPHHUMAIOIIMX Y3JIOB JOJDKEH obecneynBarhcsi MexaHu3M OesomnacHoro oomena IPCA ¢ rpaHUYHBIMH
MapuipyTa3atopaMi. J1o (B Ooilee peaKux ciydasx) MokeT ObiTh mpuMeHHMMo K IPCA, ucmomp3yeMbIM U MCXOMISIITIX
JiedTarpamm.

6. Bzaumoodeticmeaue c IANA

OTOT NOKYMEHT He TpeOyeT Kakux jnbo newctBuii co croponsl IANA. Vcnons3yemble B TaHHOW CrelM(HUKAMNA XOPOILIO
M3BECTHBIE HOMEpA Y Ke onpeneneHsl B Apyrux gokyMmenrax [SECDOI].

7. Omnu4usi om RFC 2393

B sToM maparpade nepednciieHsl H3MEHEHNs, BHECEHHBIE B JaHHBIN TOKYMeHT 1o cpaBHeHHI0 ¢ RFC 2393, 0 KOTOpPBIX JOIKHBI
OBITh TPEmyNpekICHb paspaborunku, ucnons3dypnme RFC 2393, Bce u3MeHEHHS CBs3aHbl C YTOYHEHHEM IPOIEIYPbI
opraam3anun [PCA (IPComp Association) ¢ ncnonp3oBaanem nporokona IKE [IKE] B konrekcte [Psec.

1) VYTouHEHBI MpOIEAYpHl COTTIACOBAHMSA IMpPHU aBTOHOMHOM Hcmonb3oBaHuM IPComp M B ciydasx COBMECTHOH pPabOTHI C
JIpyTHUMH TIpoToKoNamu Protection Suite.

2) Ompenenena nepegada CPl B mone SPI mpemmoxenuit IKE — cienyer mcrmonp30BaTh IBYXOKTETHBIE MO, HO MOTYT
puMeHThCS U 4-okTeTHBIe. OmpeneneHo pasmernerne 16-6utoBeix 3HadeHUit CPl 4 4-oxTeTHOM mone. YKa3aHO, YTO
TTOJTy9YaTelh A0JKeH 00pabaThIBaTh MOJSI 000MX pa3MepOoB.

3) J[lobaBneHO HCHONB30BaHWE TO yMONYaHWIO pekuma wuHKarncynsnuu (Encapsulation Mode)  Transport. JoGaBneno
TpeboBaHNe, B COOTBETCTBUU C KOTOpbIM Ipemnoxenust [IPComp po/ukHbl BKIrOUaTh atpudyT Encapsulation Mode, ecim
OHH NpeJUIararoT NCII0Ib30BaHNE HHKAICYJIIAINHN, HE COBIAIAIONICH C MPUHSTON 1o yMoirdaHuio (Hanpumep, Tunnel Mode).

4) B crmcok noaepXKuBaeMbIX aTpuOyTOB nobaBiIeHO BpeMs ku3Hu — Lifetime (Bmecte ¢ Transport Mode).

5) Onucana obpabotka aTpuOyToB IpeobpazoBanuii B Protection Suite, koropbie He mpuMeHHMBI K IPComp — Takue aTpu0OyTh
He cJIefyeT BKIOYaTh B mpeanoxeHus [PComp u oM moKHBI MrHOpupoBaThcsa npu yctaHoBke IPCA u B mponecce
pa6otsr [IPComp. [{nst peannzauuii [PComp HemomycTumo oreeprats npeioxenus IPCOMP. He Bkirouaromue aTpuoyToB
JPYTUX MpeoOpa3oBaHuM.

6) JoGaBneHbl MpUMeYaHus sl pa3paOdOTYMKOB 110 BOIIPOCAaM coryiacoBaHus M ucnosb3oBanust CPl u3 npenonpeneneHHoro
JMana3oHa (XOpoIo N3BECTHbHIEC 3HAUCHHS ).
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