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Kopnopauus tOHA

Check Point

ONTUMN3auMa 1 TOHKas HacTpoiika
Check Point NGX

Kypc packpblBaeT pasniMyHble acnekTsl ONTUMMU3ALMUM
npoussoauTenbHocTM cuctem 6esonacHoct VPN-1
Pro ot komnaHuu Check Point. B pamkax Kypca cnywa-
TENW M3y4yaT MeTOfO0NOMMI0 OLEHKM MPOU3BOAUTENb-
HOCTW 1 aHaNM3a paboTbl CUCTEMbI, YTUNUTHI U NPUEMBI
MX UCNONb30BaHMA. ByayT paccMOTpeHbl KOHKPETHblE
CUueHapuu, KOoTopble MOryT 06/IerynTs NaaHMpoBaHue,
BHEApeHMWe U ynpaeneHue cuctemoir 6e3omacHoCTy
cetun, ocHoBaHHoM Ha cucteme VPN-1 Pro, HanpaBneH-
Hble Ha AOCTUXEHWE MAKCUManbHOW NPOU3BOLUTENb-
HOCTW 1 NPONYCKHON CNOCOGHOCTU.

Domina Security

MpakTuyeckuii TPEHUHr
Ethical Hacking Hands-On |

OcHOBHas Lenb Kypca: nojiyyuTb OTBET HA BOMPOC
“Kak oHU 310 genatoT?”

Kypc paspaGota ans u3yyeHus CpeacTs U MexaHus-
MOB, UCMOJIb3YEMbIX 4J1A MPOHUKHOBEHUA B KOMMbIOTE-
pbl, 4TOGbI HA OCHOBE 3TUX 3HAHUIA CTPOUTL TPAMOTHYIO
3aWNUTY KOMMBIOTEPOB U KOMMBIOTEPHbIX CETEN.

MpakTnyeckuii TPEHUHr
Ethical Hacking Hands-On 11

Kypc cepuu Ethical Hacking Hands-On HanpaeneH Ha
pelleHne KpUTMYecknx 3agad cneyuanucramu no Nb.
Llenb kypca — oBnageHue TeXHUKaMU TeCTUPOBaHMUA
KWNC n cpepcTts 3awutbl MHHOPMALMOHHBIX pecypcoB
npefnpuATUA AOCTUraeTca NOCPeACTBOM CaMOCTOSA-
TENIbHOTO BbINOMHEHNSA YCTaHABAMBAEMbIX UHCTPYKTO-
pamu NO3TAMHO YCNOXKHALMXCA 333y,

MpakTuyeckuii TpeHunr “Kak npotmusocTosTh
HCA v B3nomy SQAL 6a3 ganubIx”

Kypc 3HakomuT c ysasBumocTamMu 6a3 aaHHbix SQL,
CPEACTBAMU W TEXHUKAMU UX OOHApYKeHus, a Takxe
MeTOZbl 3alMTbl OT HUX. Mcnonb3ys AaHHble 3HaHUSA
MOXHO 3HAuUTENbHO MOBLICUTL YPOBEHb 3ALUMILEH-
HOCTW KOPMOPATUBHbIX 6a3 AaHHbIX.

MpakTuyeckuii Tpenunr Wireless Hacking
Hands-0On

Kypc npusBaH noBbLICUTL 3aWMLWEHHOCTL bec-
NPOBOAHLIX ceTell npeanpuatuit. B xome Kypca
paccmatpuBaetcs Teopus cuctem 6e30nacHocTy
6ecnpoBOAHbIX CETel, TeXHOI0ruM ux 06xoha v oc-
HOBHble NyTU NOBbIWEHNUA 3awWwuThl. Bce paccmatpu-
BaeMble BONPOCHI TECTUPYIOTCA HA NpaKTUKe B Xo4e
nabopaTopHbIX padoT.

Wudopm3awura

be3onacHoCTb 3NEKTPOHHON KOMMEpPLUK,
6aHKOBCKMX W NAATEXHbIX CUCTEM

06yyeHne Ha JaHHOM Kypce MO3BOJMT Creuuanuc-
TaM OGHOBUTb, 3HAYUTENbHO AOMONHUTL U CUCTEMA-
TU3UPOBATh CBOM 3HAHUA O 3apybexHbix U oTeyec-
TBEHHbIX CUCTEMAxX 3MeKTpOHHoK kommepuun (3K),
INEKTPOHHBIX MnaTexax, OCHOBHbIX PUCKaxX 3MeKT-
pOHHOI KoMMepuuu. B nporpamme paccmatpusaioTcs
MHDPACTPYKTYpbl 6€30MACHOCTU U TEXHONOTMYECKUe
MeToAbl CHUXKEHUS PUCKOB B CUCTEMAX 3EKTPOHHOIA
KoMMmepuuu. B pexume WHTEHCWMBHON NOAFOTOBKU
ClylWaTenn 3HaKOMATCA C MPaKTUYECKUMU acmeKTamu
paboTbl OTEYECTBEHHbIX M 3apybeXHbIX MaaTeXHbIX
cuctem, cuctem «KnueHt-baHk» u obecneyeHunem mx
6esonacHocTy.

3awura UM opMaLumn oT YTE4KN No
TEXHUYECKUM KaHanam

VIHTEHCMBHBI KypC MOBbIWEHWUsA KBanudukauum py-
KOBOAMTENE UM CMeunanucToB, OTBETCTBEHHbIX 3a
3alWMTYy KOHbUMAEHUMANbHON NHdOPMALUK OT yTeUKN
no TEXHWYECKUM KaHanaM, HampaBlEeHHbI Ha npak-
TUYeCKylo MOATOTOBKY K WCMO/Mb30BaHUIO METOLOB W
CPefCTB BbisiBEHUS U GNOKMPOBAHUS TEXHUYECKUX
KaHaioB yTeuku MHbopmaLmu

PaccnepfoBaHne KOMNbIOTEPHbIX MHUNAEHTOB

KomnnekcHoe o6ydyeHne pykoBoguTenen u crneuma-
JINCTOB MpPaBOBbIM, OPraHU3aLMOHHbIM U MpaKTUyec-
KWM BOMpoCaM paccnefoBaHus MHUUAEHTOB B cdepe
o6paleHns KoMmbloTepHON MHdopmauun. B kypce
noapoGHO pa3bupaloTcA BCE acneKTbl AeATeNbHOCTH
cnyx6bl GesonacHocTM (oTgena MHGOPMaLUOHHOW
6€30MacHOCTM) OpraHu3auuu Npu pearupoBaHun Ha
MHUMLEHTbI B MH(DOPMALMOHHON CUCTEME, B TOM YUC-
fle MeTOAMKA MpefynpexpeHus Takux MHUWUGEHTOB,
JIMKBUAALUN HAHECEHHOrO UMK ylepba, npeceyeHuns
XaKepCKOW aKTUBHOCTW, MEPEeKPbITUA KaHaNoB He3a-
KOHHOTO CbeMa MH(OPMALMK 1 BbIABNIEHUS BUHOBHbIX
.

BSI Management Systems CIS

Buytpenuuii ayaut CYUB Ha cooTsercTBue
Tpe6oBanuam 1SO 27001

Kypc 3HakomuT caywareneit co craHgaptom ISO/IEC
27001:2005, ero 0C06eHHOCTAMM, OCHOBaMU 1 Tpe6o-
BaHWAMU; NOAPOGHO MCTONKOBLIBAET 00f3aTesbHbIe
TpebosaHusa CTaHaapTa v Kaxabli U3 npepnaraembix
CpeAcTB KOHTPONSA C TOYKW 3peHUsA BHYTPEHHETO ayan-
Ta no IS0 27001.

Kypc BHyTpeHHero aynutopa CYNB getanbHo onuceiBa-
€T NOAXOAbI K MPOBEAEHMNI0 ayANTa, COOTBETCTBYIOLME
cnocobbl, NPUEMBI U T.M.; Y4MUT cobUpaTb 06BEKTUB-



Hble ceupeTenbcTea cootsetcTeus CYUB TpeGoBaHusam
CTaHAapTa, a Takxke BbIABNATL HecooTeeTcTBUA. Kype
[AET HaBbIKW COCTaBIEHUA OTYETOB U PENOpPTUPOBA-
HUS Pe3yNbTaTOB BHYTPEHHETO ayauTa.

Beenenue B 1SO 20000

Kypc 3HakomuT cywareneii co cTaHEapToM, ero oco-
GeHHOCTAMM, ocHOBamMK u TpeboBaHuaMM. Toapo6HO
UCTONIKOBbIBaET o6s3arenbHble TpeboBaHus CraHaap-
Ta.

Kypc pacckasbiBaeT 06 OCHOBax TOW WM WHOI CUC-
TEeMbl MeHe[KMeHTa, eé Lensx, 3ajavax, npeumy-
LecTBax, NPUHUMNOB MOCTPOEHUS U HEOOXOAMMOCTH
BHepeHus.

ABsTOpCKME KypCbl

ba30BbIil U paclIMpPeHHbI YPOBHU
6esonacHocTv KG, nocTPOEHHOI Ha peweHunsx
Cisco Systems

A. Jlykaykud, M. Kaodep (Cisco Systems)

B Kypce 06CyX[atoTcs TEXHONOMMU MOCTPOEHUA 3a-
WHUILEHHBIX KOPNOPaTUBHbIX CeTeil C WCMONb30Ba-
HUEeM BCTPOEHHbIX (YHKUMIA MaplwpyTU3aTOpoB U
KOMMYTaTOpOB, CMELWanU3NPOBaHHbIX MPOAYKTOB U
TEXHONOTWIA, TAKUX KaK cucTeMbl 0GHapyxeHus/npe-
LOTBPALLEHUA BTOPKEHUN, MEKCETEBbIE 3KpPaHbI, U
T.M., PYHKLMM obecneyeHns 6e30MacHOCTM Ha BTOPOM
yposHe mopenu OSI - kaHansHom (data link), a Takxe
CeTeBoOil ayTeHTUdUKALMK noab3oBaTenein ans obec-
neyeHUs KOHTPONA CETEBOrO AOCTYNA.

Kak yBa3artb 6esonacHocTb ¢ Gu3Hec-
cTparerueil npegnpuaTua?

A. Jlykaykudi (Cisco Systems)

B Kypce paccMatpuBaloTCA TeMa B3aUMOCBA3N WH-
(hopMaLMOHHOI Ge30macHoCTU U GU3Hec-cTpaTeruu
passuTUs KoMnaHuu. lepexon OT MOHWUMAHUA Poau
6€e30MacHOCTH KaK YMCTO TEXHONOMMYECKON 3ahaun K
TPAKTOBKE ee KaK 0AHOro U3 GU3HEeC-NPOLLECCOB M03-
BOJIAET NOAHATL OTAEN 3aAWWMUTH UHGDOPMALUY U ee py-
KOBOAMTENA Ha HOBbIN YPOBEHb.

OcHoBbl 06ecneYeHns HenpepbIBHOCTH 6u3HeC
npoueccos Ans 6U3Heca ocHOBaHHOro Ha UT

C. Tamapyerko, C. [y3uk (ISACA)

Kypc 3HaKoMUT C OCHOBHbIMM LENsMU U 3afadamu
NNaHUPOBaHWA HENpepbIBHOCTU OU3Heca B 06nactu
WT. OH nomoraeT oBNnageTb TaKMMU MOHATUAMM, KaK
OLEeHKa yrpo3 W puUCKOB, pa3paboTka cTpareruyec-
KUX, TAKTUYECKUX M OMepaLMOHHbIX NAAHOB, METOAbI
ynpaeneHnsa puckamu. PaccmatpuBaercs MupoBas
npakTUKa 1 TeopeTuyeckas 6asa: CobiT, ITIL ¢ Toukm
3peHUs HenpepbIBHOCTU GU3Hec npoveccos. Y caywa-
Teneil BbpabaTbiBAaeTCA MOHMMAHWE HenpepbiBHOCTY

Kopnopauus tOHA

G13HECa KaK KOMMIEKCHOM AMCUMNINHbI OXBATbIBAKO-
Lei AeATeNbHOCTL BCeit KoMnaHuu. Hapabareisatotcs
NPaKTUYECKME HABBIKM AJ151 NNAHUPOBAHUA HENpepbIB-
HOCTH.

Cucrembl 6630NaCHOCTN HA OTKPbLITLIX
nnarcgopmax

H. Mansix (www.protocols.ru)

OcHoBHOW 3apjaveit Kypca fBNAETCA paccMOTpeHue
BO3MOXHOCTE U METOAO0B peanu3auuu cuctem obec-
neyeHus WHhOpMaLMOHHON Ge30MacHOCTU ceTell Ha
6a3e NporpaMMHbIX CPeACTB C OTKPbITbIM UCXO[HbBIM
kopoM. Kypc COpepxuT pekoMeHfauuu no BbiGopy u
pa3BepTbiBaHMI0O cucTeM obecneyeHus GesonacHoc-
TW, OCHOBAHHbIE Ha peasibHOM OMbiTe TECTUPOBAHMUSA U
3KCMyaTaLun Nofo6HbIX CUCTEM B YCOBUAX KOPMO-
paTuBHbIX ceTeit u caiitos Internet.

Vye6Hblit uentp NTC «Kopnopauum
1] {7

VYnpasnenue u pa3seprbiBanue Check Point
SecureClient

Kypc nocesiweH yray6neHHOMy W3y4eHUio BOMPOCOB
ncnonb3oBaHusa u Hactpoitku VPN-1 SecureClient,
BK/IOYas UHCTaNNALMIO, KOHPUTYPUPOBAHUE U OTNAA-
Ky KnueHTckoi vactu, VPN Routing, uHTerpaumio c
LDAP, Hactpoiiky Policy Server, Office Mode, pexumsl
Connect u Transparent.

Check Point NGX - AamunucTpupoBanue |

Kypc Check Point NGX - AaMuHucTpupoBaHue I sB-
nsercs 6asosbiM kypcom no sepcum NGX Begyuiero
npoaykta VPN-1/FireWall-1 komnanuu Check Point.
B Kkypce paccmatpuBatoTcs OCHOBbI HacTpoiku VPN-
1/FireWall-1, ocHOBHble MexaHW3Mbl 3aWuTbl UHGOP-
mauuu, SmartDefense, ayreHTUduMKaumus nonb3osare-
neii, TpaHcnauma agpecos, noctpoenune VPN. Vimeetcs
60NbLIOE KONMYECTBO NPAKTUYECKUX YPAKHEHWU.

Check Point NGX - AamunucTpupoBanue Il

Kypc Check Point NGX - AgMuHucTpupoBaHue II agns-
eTca passutuem kypca Check Point NGX — AgMuHuc-
TpupoBaHue I u npepycmatpusaet yrmy6neHHoe uU3y-
yeHue Takux TexHonoruii, kak VPN, Content Security,
ynpasneHne Kayectsom obcayxueanus QoS, noctpo-
eHue Knactepos, aybnuposarue SmartCenter Server u
3awmTa VoIP coeauHeHuit.

Check Point NGX - Aamunuctpuposanue Il

Kypc Check Point NGX - AgmunuctpuposaHue III
npeanaraer yrmy6neHHoe u3yyeHue BOMNPOCOB pas-
BepTbiBaHua VPN-1 NGX, nnaHupoBaHus ceTeit, fu-
Hamuyeckoi mapwpytusaumn VPN — TyHHenei, me-
XaHU3MOB OTNAfKNW PaboTbl CUCTEMbI B PA3NUYHbIX
pexumax, cbopa cTaTUCTUKHM, CNOCOGOB KOHTpONS.



liporpamma thecTuBang

Kypcbl Yueb6Horo uentpa NTC (HOOY “HT-LleHTp”)

YnpasneHue u passeptoiBaHue Check Point SecureClient

Check Point NGX — AgmuHucTpupoBarme I
Check Point NGX — AgmunucTpuposatue I1
Check Point NGX — AgmuHucTpupoBarue IIT

14 — 15 ceHTAGpA

18 — 20 ceHTAGps
21 - 23 ceHTAbps
25 — 28 ceHTAbOps

23 — 25 oKTA6ps
26 — 28 oKTA6ps

30 oKTAOpS —
02 Hos6ps

800 %

1200 $
1200 $
1200 $

Kypcbl naptHepos NTC

ru)

OnTumm3aums v ToHkas HacTpoiika Check Point NGX Check Point 02 - 03 okTs6ps 800 $
MpakTuyecknit TpeHnHr Ethical Hacking Hands-On I Domina Security 10 - 11 okTs6ps 550 %
Mpaktuyeckuii peHnHr Ethical Hacking Hands-0n II Domina Security 12 - 13 okTAGpA 550 $
MpakTuyeckuii tpeHuHr “Kak npotusoctoats HCJ v B3no- | Domina Security 17 - 18 okTA6pA 650 $
My SQL 6a3 gaHHbIX”
NpakTuyeckuit TpeHnHr Wireless Hacking Hands-On Domina Security 19 - 20 okTs65 650 %
be3onacHoCTb 3NeKTPOHHON KOMMepUUM, BAHKOBCKMX U | YuebHbIi LeHTp “UH- | 04 — 06 oKTAGpSA 620 %
NNATEXHbIX CUCTEM dhopm3sawmuTa”
3awmTa MHhOPMaLMKM OT YTEYKM NO TEXHUYECKUM KaHa- [ YueOHbIN LeHTp “UH- | 23 — 27 oKkTAGpSA 780 %
nam dhopm3awmTa”
PaccnepnoBaHue KOMNbIOTEPHBIX MHLUAEHTOB YyeGHblit yeHTp “UH- | 13 — 16 HOAGpSA 720 %
dhopm3awmuTa”
BHyTtpeHHuit ayaut CYWUB Ha cootsetcTBuMe TpeGoBaHusm | BSI Management | 01 — 02 Hos6ps 595 $
IS0 27001 Systems CIS
Beegexue B IS0 20000 BSI ~ Management | 03 Hos6ps 470%
Systems CIS
ABTOpCKME KypCbl
basoBsbiit 1 pacwupeHHbliit ypoHu GesonacHoctu KC, | A. Jlykaukuit, M. Ka- | 23 okTa6ps 200 $
nocTpoeHHom Ha pewenusx Cisco Systems aep (Cisco Systems)
Kak yBszatb Ge3onacHocTb ¢ GusHec-ctparerueit npea- | A. Jlykaukuit (Cisco | 24 okTs6ps 200 %
npuaTus? Systems)
OcHoBbl 06ecneyeHuns HenpepbiBHOCTH 6U3Hec npouec- | C. Tatapyerko, C. Ty- [ 09 — 10 Hos6ps 300 $
COB Ans 613Heca ocHoBaHHoOro Ha UT 3uk (ISACA)
Cuctembl 6€30MacHOCTY Ha OTKPLITBIX N1ATGOPMAx H. Manbix (protocols. | 14 — 16 HoA6ps 350 §

Peructpauums Ha Kypcbl OTKpbITa Ha caiTe
http://www.ntc.ru/new/record.htm
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